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Introduction
Reserve provider shall fill in this form for each reserve unit that they wish to offer to the manual frequency restoration reserve markets. The complete form is submitted to My Fingrid portal for approval before giving market permission for the reserve unit. The information requested in the form is mandatory, and it must be supplemented, if necessary, at Fingrid's request.








Requirements for the reliability of reserve provision
The questions presented in this chapter are based on the Requirements for the reliability of reserve provision [1]. The requirements document is available on Fingrid's website.
Fill in the Tables in subsections 1.1 and 1.2 in yes/no format. If the answer is "No" or the implementation deviates from the requirement, describe the deviation and any compensating controls in the Attention / additional information column. The questions in Tables 1 and 2 do not cover all Requirements for the reliability of reserve provision, therefore please check the compliance of your implementation with a separate requirements document [1]. 
If the reserve provider related to this application has a company-wide ISO27001 certification and the information systems of any trading and control systems are located in the EU's internal market, table 1 can be left unfilled. In this case, the reserve provider must submit the certificate to the MyFingrid Reserve Market service.

Cybersecurity
Table 1. Cybersecurity requirements. 
	Requirement
	Yes
	No
	Attention / Additional Information

	Requirement 1: Does the provider comply with good practices in the fields of physical and cybersecurity? Examples of good practices in the industry include training personnel, continuous development of operations, assigning responsibility for safety, comprehensive risk management, and getting the company's management to approve the operating models used.
	☐
	☐
	

	Requirement 1: Are the trading and control systems located in the Internal Market area of the European Union?

	☐
	☐
	

	Requirement 2: Is multi-factor authentication (MFA) enabled before accessing the components of the control or trading system?

	☐
	☐
	

	Requirement 2: Are IP restrictions used in interface connections whenever it is technically feasible?

	☐
	☐
	

	Requirement 3: Are logs collected from access management, jump hosts, and application events, and are logs kept for at least 6 months?

	☐
	☐
	

	Requirement 3: Are logs and alerts for critical and essential services monitored 24/7/365 by a SOC (Security Operations Center)? 
	☐
	☐
	

	Requirement 4: Are the access rights limited by work tasks and is their necessity reviewed regularly?

	☐
	☐
	

	Requirement 5: Are remote access and management connections limited to essential functions and protected by strong authentication (MFA)?

	☐
	☐
	

	Requirement 6: Are system components regularly updated and vulnerabilities regularly monitored?

	☐
	☐
	

	Requirement 7: Are API and management connections encrypted according to requirements (e.g. TLS 1.2/1.3, AES256 or stronger)?

	☐
	☐
	

	Requirement 8: Are critical or controllable devices blocked from direct unnecessary internet connections?


	☐
	☐
	

	Requirement 9: Do control and remote connections as well as jump hosts have up-to-date endpoint security protection?

	☐
	☐
	

	Requirement 10: Is the Incident Response process documented, approved by provider’s management and up to date?

	☐
	☐
	



Physical security
The physical security requirements apply to providing units with an approved product-specific reserve capacity of at least 10 MW. For smaller units, the requirements are recommendations. The same limitations and recommendations apply also to centralised control and trading systems.
Table 2. Requirements for physical safety.
	Requirement
	Yes
	No
	Attention / Additional Information

	Requirement 1: Does the property have an intruder alarm system connected to a 24/7 security control room?

	☐
	☐
	

	Requirement 2: Is the protection of rooms with windows located on the ground level implemented with intrusion detectors?

	☐
	☐
	

	Requirement 3: Does the site have a functioning camera surveillance system, the recordings of which are stored for at least 30 days and from which there is a real-time remote connection to the control room?

	☐
	☐
	

	Requirement 4: Are the functionality of burglar alarm and camera surveillance systems inspected regularly and are deficiencies corrected without delay?

	☐
	☐
	



1.1  Detection of disturbances and response capability
> Describe how connection failures or any other anomalies, such as a power failure or equipment failure, are detected and reported to maintenance/operator.
> Describe the areas covered by monitoring. Describe at least how to monitor the status and control of reserve units, the connections between the control system and the reserve unit and the measuring devices, and alarms related to physical safety and cybersecurity.
> Inform the response and repair times for disturbances in the reserve provision.
> Describe how the fault tolerance testing is organized and how often it is done (e.g. in connection with the annual clock or updates).

1.2  Requirements for centralised control systems
> If activation is controlled from a centralized system, describe the architecture and IT security related practices. The following topics can be used as a baseline for the description. In the scope of the description, please note chapter 3.1 of the Requirements for the Reliability of Reserve Provision.
· High level description of the system architecture
· Redundancy (e.g. duplicating central functions and local fallback solutions)
· Segmentation (e.g. system’s internal segmentation based on bidding areas, when the related BSP is operating within multiple bidding areas)
· IT support of centralized control system

Requirements for centralised trading system 
> If the reserve unit receives information about the capacity to be maintained from a centralized trading system, describe the related practices. The following topics can be used as a baseline for the description. In the scope of the description, please note chapter 3.2 of the Requirements for the Reliability of Reserve Provision.
· Time and verification of the signal delivery
· IT support of the trading system
·  Reserve unit operation during a connection break 
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